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Supplementary Documentation #1: Sample Modules and Courses

· Listing of Modules:

1. Introduction to Computer Security
2. Cryptography
3. Malicious Programs and Secure Programming
4. Database Security
5. Operating Systems Security
6. Networking Security
7. Legal Issues and Ethics
8. Security Systems Management
9. Web Security
10. Wireless Security
Module 1 - Introduction to Computer Security
A. Module Description

Introduction to Computer Security provides an overview of the issues and techniques in securing computer applications and systems.  This module gives a high-level introduction to various aspects of computer security, including both technical and non-technical issues.

B. Proposed Submodules

Notes: 
· The length of instruction for each submodule is approximately three hours.

· Submodules cross listed with those in other modules are marked by ‘*’, followed by the name of the module where description of the corresponding submodules can be found.

1. Submodule #1 (Overview of computer security): Types of security breaches; people involved; security goals; methods of defense (general introduction to cryptography, protocols, and security policy and management); applications of cryptographic methods (software security, OS security, database security, network security, etc.)

2. Submodule #2 (Introduction to malicious programs): * Malicious programs and secure programming
3. Submodule #3 (Cryptography overview):  * Cryptography
4. Submodule #4 (Cryptography overview 2): * Cryptography
5. Submodule #5 (Security Administration): * Security Systems Management
6. Submodule #6 (Legal & ethical issues in security): * Legal and Ethical Issues
Module 2 - Cryptography
A. Module Description
Cryptography covers the fundamental methods of encryptions, decryptions, analysis of cryptographic methods, well-known encryption systems, and study of cryptographic protocols.

B. Proposed Submodules

Notes: 
· The length of instruction for each submodule is approximately three hours.

· Submodules cross listed with those in other modules are marked by ‘*’, followed by the name of the module where description of the corresponding submodules can be found.

1. Submodule #1 (cryptography overview): Introduction to cryptography and cryptanalysis; study of simple encryptions involving substitution and transposition, including monoalphabetic and polyalphabetic substitutions, Vigenère tableau, Kasiski method, etc. 
2. Submodule #2 (cryptography overview 2): Further study of cryptography and cryptanalysis, including index of coincidence, columnar transpositions, fractionated Morse, etc.; review of fundamental concepts such as confusion, diffusion, stream ciphers, block ciphers, etc.  (Prerequisite: Cryptography I) 
3. Submodule #3 (symmetric encryptions): Introduction to hard (NP-complete) problems; review of modular arithmetic; symmetric versus asymmetric algorithms; the Data Encryption Standard (DES), Double-DES, Triple-DES; Key escrow and the Clipper proposal; AES  (Prerequisite: Cryptography II)
4. Submodule #4 (asymmetric encryptions & hashing): Asymmetric (public-key) algorithms: Merkle-Hellman Knapsacks, RSA algorithm, El Gamal algorithm; Secure Hash Algorithm (SHA)  (Prerequisite: Cryptography III)
5. Submodule #5 (cryptographic protocols): Key distribution, digital certificates, digital signatures, mental poker  (Prerequisite: Cryptography IV)
6. Submodule #6 (cryptographic protocols 2): E-voting protocols, oblivious transfer, digital contract signing, certified mail  (Prerequisite: Cryptography V)
Module 3 - Malicious programs and secure programming

A. Module Description
The security of a computer system is as good as the quality of the program code the developers wrote.  Secure programming is concerned with programming styles and techniques for ensuring more secure applications. 

B. Proposed Submodules

Notes:  The length of instruction for each submodule is approximately three hours.

1. Submodule #1 (Introduction to secure programming): General principles, examples of insecure code; common problems of insecure programs; types of secure programs, tools for secure programming 

2. Submodule #2 (Common consideration in secure programming): Buffer overflow, user input validation, etc. (Prereq: Submodule #1, a high level language and data structures.) 

3. Submodule #3 (Operating Systems consideration using *nix as an example): An introduction to Unix security features and discussion on *nix security programming (Prereq: Submodule #1 and *nix) 

4. Submodule #4 (Language consideration using Java as an example): An introduction to Java's security model and security related class and discussion on Java's secure programming (Prereq: Submodule #1 and Java) 

5. Submodule #5 (Application consideration using Web as an example): Secure programming consideration in CGI-Perl and/or JSP (Prereq: Submodule #1, Java, Perl and Internet Application Development). 

6. Submodule #6 (Introduction to malicious programs): an introduction to malicious programs including virus, worms, backdoors, Trojan horses, etc. Both technical and social aspects of malicious programs will be discussed. 

7. Submodule #7 (Malicious programs case studies): a collection of technical case study of malicious programs such as love letter. (Prereq: Submodule #1, #6 and high level language) 

Some Useful Links:

· http://www.dwheeler.com/secure-programs/: Secure Programming for Linux and UNIX HOWTO. 

· http://www.whitefang.com/sup/: Secure UNIX Programming FAQ. 

· http://www.cli.di.unipi.it/~zoppi/docs/secprog.html: secure programming. 

· http://www.cs.jhu.edu/labs/pll/secure/: secure language environment. 

· http://www.loginmatrix.com/articles.php?article=74: Java secure programming at Login Matrix. 

· http://archive.ncsa.uiuc.edu/General/Grid/ACES/security/programming/: NCSA Secure Programming Guidelines. 

· http://www.linuxfocus.org/English/November2001/article203.meta.shtml: Avoiding security holes when developing an application - Part 6: CGI scripts. 

· http://n3t.net/Programming/: Secure Programming in Perl. 

· http://www.suse.com/us/private/support/howto/secprog/secprog8.html: Security-specific Programming Errors (Part 8).



Course: Computer Security
A. Description
Computer Security covers the fundamental issues and techniques of computer security, applications of those techniques to various computing systems, and other issues such as security system management, and legal and ethical issues.

B. Course Organization

1. Overview of computer security: * Introduction to computer security
2. Introduction to malicious programs: * Malicious programs and secure programming
3. Malicious programs: * Malicious programs and secure programming
4. Cryptography overview: * Cryptography
5. Cryptography overview 2: * Cryptography
6. Symmetric encryptions: * Cryptography 

7. Asymmetric encryptions: * Cryptography 

8. Cryptographic protocols: * Cryptography 

9. Introduction to operating system security: * Operating System Security
10. Introduction to network security: * Network Security
11. Introduction to database security: * Data Base Security
12. Management of security systems: * Security Systems  Management
13. Legal & ethical issues in security: * Legal and Ethical Issues
C. References

Pfleeger, Charles P.  Security in Computing (2nd edition).  Prentice Hall.  1997.  (Note: 3rd edition is expected to be available by the end of 2002.)

Viega, John and Gary McGraw.  Building Secure Software: How to Avoid Security Problems the Right Way.  Addison Wesley.  2002.

D. Useful Links

Collection of Cryptography Web Sites, Publications, FAQs, and References: http://world.std.com/~franl/crypto.html 

Cryptography FAQ Index: http://www.faqs.org/faqs/cryptography-faq/ 

Database Security (hardware solution): nCipher solution: Securing databases  +  nShield Hardware Security Module (HSM)
FAQ: What is TLS/SSL? http://www.mail.nih.gov/user/faq/tlsssl.htm 
Java security evolution and concepts, Part 4.  http://www.javaworld.com/javaworld/jw-05-2001/jw-0525-security.html
Kerberos Security Advisories (10/25/02) 

North American Cryptography Archives: http://www.cryptography.org/ 

The Open SSL Project (SDKs for free download): http://www.openssl.org/ 
Windows & .NET security updates Web site: http://www.ntsecurity.net/ 

Wireless LAN Security using Interlink Networks RADSeries AAA Server and Cisco EAP-LEAP: http://www.interlinknetworks.com/images/resource/wireless_lan_security.PDF 

E. News Articles

Oct. 24, 2002.  "Passwords: poor excuse for security". By Oliver Rist.  ZDNet Tech Update.   

Oct. 28, 2002.  "Kerberos Flaw Leaves Code Vulnerable".  By  Dennis Fisher.  eWeek.

Oct. 9, 2002.  "Security Alert: Sendmail Trojan Horse on the Loose".  By Brett Glass.  ExtremTech.

Oct. 8, 2002.  "Security Alert: UCSB bans Windows NT/2K".  By Brett Glass. ExtremTech.

July 31, 2002.  "Clarke Lambastes Software Industry", by Dennis Fisher.   eWeek.   http://www.eweek.com/article2/0,3959,428553,00.asp
July 19, 2002.  "Microsoft Shelled Out Millions on Security", by Dennis Fisher.   eWeek.   http://www.eweek.com/article2/0,3959,390409,00.asp 

July 19, 2002.  "Army Research Web Site Hacked", by  Dennis Fisher.   eWeek.   http://www.eweek.com/article2/0,3959,390542,00.asp  

July 1, 2002.  "What It Takes to Be a CSO (Chief Security Officer)?”   eWeek.   http://www.eweek.com/article2/0,3959,333429,00.asp 

March 20, 2002. "What's a Chief Security Officer Make? Depends on Where You Look", by  Jeff Moad.   eWeek. http://www.eweek.com/article2/0,3959,35953,00.asp
